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THINK YOU HAVE HAD BAD RESULTS FROM SALES PRESENTATIONS? WELL, IMAGINE GETTING TWENTY FOUR MONTHS IN PRISON FOR YOUR COMPUTER DEMONSTRATION TO THE CHINESE OF SOME HIGH TECH NIGHT VISION EQUIPMENT!
INDUSTRIAL ESPIONAGE AND VIOLATION OF US PROHIBITIONS OF TRANSFERING SECRET INFORMATION UNDER THE ARMS EXPORT CONTROL LAW RESTRICTIONS RESULTS IN TOUGH SENTENCE FOR CANADIAN CITIZEN: 
THE FACTS:
Xiaodong Sheldon Meng, a Canadian citizen, worked at Quantum3D until the beginning of 2004 when he went to work for Orad, an Israeli competitor. Both made high tech equipment, including night vision equipment which the United States government considers so valuable in military technology that they are controlled for export by the ARMS EXPORT CONTROL LAW. Put simply, they may not be sold or transported abroad without prior government permission…which is unlikely to ever come. 

When Meng left Quantum3D, he retained without authority some of their trade secrets on his computer, including a software program call Mantis which he used to demonstrate to Chinese naval officials the night vision equipment. Meng had altered Quantum3D’s brand to make it appear to be software belonging to Orad. He did not sell any product. Nevertheless, the government asked for and obtained a twenty four month sentence against him for violation of the above Act and, of course, civil liability remains a problem to be faced by Orad and Meng. 
Meng was not a Chinese agent. He was distraught and apologetic. His motivation, according to his lawyer, was merely personal profit.  But while the Court noted Meng’s effort at rehabilitation and his remorse, the Court stressed how important it is to send a message to other would-be thieves of American technology that prison would result. 
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Meng’s lawyer emphasized that while Meng did possess that source code, he never showed it to Chinese officials, only the Mantis program. “In other words, while Mr. Meng may have had in his possession the recipe to bake a pie, there is no evidence that he ever attempted to bake a pie.”

The Judge was not impressed. The sentence handed out was the maximum allowed under the plea bargain Meng struck with the US Attorney. (Absent that plea bargain, the maximum penalty under the economic espionage count to which Meng pleaded would have been fifteen years in prison.) 

ANALYSIS:

Meng was a Canadian citizen working for an Israeli company at the time, but the thefts occurred from an American company and that was enough to vest jurisdiction. More importantly, the “crime” occurred in violation of US export restrictions laws and Federal Agents arrested him and found the software on his laptop.

He was not a “spy” in the sense of working to assist a foreign government. He was just a guy stealing to make a buck. Done all the time. But here, where he crossed the line and encountered the boundary of US security, he faced more than an angry former employer or a suit for violation of trade secrets-he faced the wrath of the US Attorney.

“The United States maintains a military advantage during night time operations. Most foreign countries do not have the same or similar night time capabilities. In the wrong hands, this advantage would be lost.” US Attorney Mark Krotoski. 

But it is equally important to note the various business torts that are involved which will undoubtedly result in prolonged litigation against Orad by Quantum3D. Theft of trade secrets; fraud; interference with a business relationship. See our articles on our web site articles page. 

And the fact that the Israeli company with a Canadian citizen was involved matters not at all. The legal action will undoubtedly occur in the United States since the tort…the theft…occurred when Meng removed the software from their premises.

THOUGHTS:

It is easy when immersed in the stressful world of business competition to push the envelope. Perhaps Meng thought he would use the program to interest the Chinese but, when the actual sale occurred, that particular product would not be available. Perhaps he thought no one would notice. Perhaps he did not think about it at all.
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But the simple fact is that most industrial espionage, like most embezzlement, is not carried out by glamorous spies using gadgets but by middle level people simply shoving a file into their brief case or downloading a program onto a laptop. And the average spy does not consider him or herself a spy but merely someone, perhaps under economic pressure, “temporarily” taking some chances until things are OK once again. Most spies are spies unconsciously or without planning to make it their careers.
But make no mistake about it...Meng was a spy, was a danger to our country and a danger to his employer. 

One wonders how his first employer managed to let him leave the premises with such critical information…and how his second employer allowed him, perhaps unaccompanied, to make that sales presentation.

But the above is a good reason why the wise employer will create a fully detailed and planned system of “debriefing” of a departing employee, including ensuring that all laptops and software is accounted for and that their own programs are kept secure with various software safeguards that self destruct the program if not utilized within the premises, etc. 

There are thousands of Mengs out there. One may be in your company right now…what are you doing to safeguard yourself?
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